
WHATCOM COUNTY CONTRACT Whatcom County Contract No.

INFORMATION SHEET A 0 l 5 0 6 0/ 4t
Originating Department:     85 Health

Division/ Pro ram: i.e. Dept Division and Program) 8550 Human Services/ 855050 Developmental Disabilities

Contract or Grant Administrator:     Jessica Lee

Contractor' s/ Agency Name; Opportunity Council

Is this a New Contract? If not, is this an Amendment or Renewal to an Existing Contract?   Yes     No 

Yes ® No  If Amendment or Renewal, ( per WCC 3. 08. 100( a)) Original Contract#:

Does contract require Council Approval? Yes ®    No     If No, include WCC:

Already approved? Council Approved Date:     Exclusions see: Whatcom County Codes 3.06.010, 3. 08.090 and 3.08.100)

Is this a grant agreement?
Yes No ®      If yes, grantor agency contract number(s):       CFDA#:

Is this contract grant funded?
Yes No ®      If yes, Whatcom County grant contract number(s).

Is this contract the result of a RFP or Bid process?   Contract Cost

Yes ® No      If yes, RFP and Bid number( s): 19- 23 Center:   673200

Is this agreement excluded from E-Verify?  No     Yes ®    If no, include Attachment D Contractor Declaration form.

If YES, indicate exclusion( s) below:

Professional services agreement for certified/ licensed professional.
Contract work is for less than$ 100, 000.      Contract for Commercial off the shelf items( COTS).

Contract work is for less than 120 days.      Work related subcontract less than$ 25, 000.

Intedocal Agreement( between Governments).       Public Works- Local Agency/Federally Funded FHWA.

Contract Amount:( sum of original contract amount and Council approval required for; all property leases, contracts or bid awards exceeding$ 40,000,
any prior amendments):    and professional service contract amendments that have an increase greater than$ 10, 000 or

80, 149 10% of contract amount, whichever is greater, except when:

This Amendment Amount:  
1.   Exercising an option contained in a contract previously approved by the council.
2.   Contract is for design, construction, r-o-w acquisition, prof. services, or other capital costs

approved by council in a capital budget appropriation ordinance.
Total Amended Amount:    3.   Bid or award is for supplies.

4.   Equipment is included in Exhibit" B" of the Budget Ordinance

5.   Contract is for manufacturer' s technical support and hardware maintenance of electronic

systems and/ or technical support and software maintenance from the developer of

proprietary software currently used by Whatcom County.

Summary of Scope: This contract funds the Single Entry Access to Services( SEAS) line for families and professionals seeking resources for
children and youth ages 0— 18 with suspected developmental disabilities and delays.

Term of Contract:   1 Year Expiration Date: 06/ 30/ 2020

Contract Routing: 1. Prepared by:     JT Af
Date:    04/ 05/2019

2. Attorney signoff:  Date:

3. AS Finance reviewed:    Date:

4. IT reviewed( if IT related): Date:

5. Contractor signed:       Date:     • 31_/ j

6. Submitted to Exec.      Date:

7. Council approved( if necessary):  Date:

8. Executive signed:       r Date:      6- 15_ 5
9. Original to Council:       Date:     (, 1/_15
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COUNTY ORIGINAL
Whatcom County Contract No.

CONTRACT FOR SERVICES AGREEMENT

Single Entry Access to Services( SEAS)   a 0 0 6 0 N

Opportunity Council, hereinafter called Contractor, and Whatcom County, hereinafter referred to as County, agree and
contract as set forth in this Agreement, including:

General Conditions, pp.  3 to 10

Exhibit A( Scope of Work), pp.  11 to 13  ,

Exhibit B( Compensation), p.  14  ,

Exhibit C( Certificate of Insurance), p.  15  ,
Exhibit D( Data Security Requirements) pp.  16 to 23

Copies of these items are attached hereto and incorporated herein by this reference as if fully set forth herein.

The term of this Agreement shall commence on the 95t day of July, 2019, and shall, unless terminated or renewed as elsewhere
provided in the Agreement, terminate on the 30th day of June, 2020.

The general purpose or objective of this Agreement is to provide referral and care navigation for children and youth with
suspected disabilities or delays, as more fully and definitively described in Exhibit A hereto. The language of Exhibit A
controls in case of any conflict between it and that provided here.

The maximum consideration for the initial term of this agreement or for any renewal term shall not exceed$ 80, 149.
The Contract Number, set forth above, shall be included on all billings or correspondence in connection therewith.

Contractor acknowledges and by signing this contract agrees that the Indemnification provisions set forth in Paragraphs 11. 1,
21. 1, 30. 1, 31. 2, 32. 1, 34. 2, and 34. 3, if included, are totally and fully part of this contract and have been mutually negotiated by
the parties.

IN WITNESS WHEREOF, the parties have executed this Agreement this' 1 day of C1G 2019.

CONTRACTOR:

Opportunt Council

Greg Winter, Exec ive Director

STATE OF WASHINGTON

COUNTY OF w hGi+ 0Q r0    )
ss.

On this  Iday of M a 2019, before me personally appeared Greg Winter, to me known
to be the Executive Director of the Opp nity Council and who executed the above instrument and who acknowledged to me
the act of signing and sealing thereof.

N MI(  NOTAW PUBLIC i d for the State of Washington, residing at

raION . A.     V)  rn My commission expires Q---i    !   Z P

a0 Ta R;
off    U

SL

Aj
a1P WAS
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WHATCOM COUNTY:

Recommended for Approval:

c
Anne hpacon, Huf6on Services Manager to

Regika Delal unt, Depallment Director Da e

Approved as to form:

Royce Buckingh 60'aAtorney Date

Approved:  
w

Accepted for Whatco u   '

ABy:
Jack Louws, Whatcom ounty Executi

STATE OF WASHIN ON  )

ss

COUNTY OF WHATCOM   }

On this day of    —, 2019, before me personally appeared Jack Louws, to me known to be the Executive of

Whatcom County, who executed the abox00ment and who acknowledged to me the act of signing and sealing thereof.

gp° IM Nr,'t"
A<

5
f

VOTARY PUeLI in and for the State of Mshington, residing atPSG

N0 7499 tellingham. My commission expires 1 Z- 31- 2- 7r.

CONTRACTOR INFORMATIONr'//' VASHIP IG,

Opportunity Council
Greg Winter, Executive Director
1111 Cornwall Avenue

Bellingham, WA 98225
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GENERAL CONDITIONS

Series 00- 09: Provisions Related to Scope and Nature of Services

0. 1 Scope of Services:

The Contractor agrees to provide to the County services and any materials as set forth in the project narrative identified
as Exhibit " A", during the agreement period.  No material, labor, or facilities will be furnished by the County, unless
otherwise provided for in the Agreement.

Series 10- 19: Provisions Related to Term and Termination

10. 1 Term:

Services provided by Contractor prior to or after the term of this contract shall be performed at the expense of Contractor
and are not compensable under this contract unless both parties hereto agree to such provision in writing. The term of
this Agreement may be extended by mutual agreement of the parties; provided, however, that the Agreement is in
writing and signed by both parties.

10. 2 Extension:

The duration of this Agreement may be extended by mutual written consent of the parties, for a period of up to one year,
and for a total of no longer than four years.

11. 1 Termination for Default:

If the Contractor defaults by failing to perform any of the obligations of the contract or becomes insolvent or is declared
bankrupt or commits any act of bankruptcy or insolvency or makes an assignment for the benefit of creditors, the County
may, by depositing written notice to the Contractor in the U. S. mail, first class postage prepaid, terminate the contract,
and at the County' s option, obtain performance of the work elsewhere. Termination shall be effective upon Contractor' s
receipt of the written notice, or within three( 3) days of the mailing of the notice, whichever occurs first. If the contract is
terminated for default, the Contractor shall not be entitled to receive any further payments under the contract until all
work called for has been fully performed. Any extra cost or damage to the County resulting from such default( s) shall be
deducted from any money due or coming due to the Contractor. The Contractor shall bear any extra expenses incurred
by the County in completing the work, including all increased costs for completing the work, and all damage sustained,
or which may be sustained by the County by reason of such default.

11. 2 Termination for Reduction in Funding:

In the event that funding from State, Federal or other sources is withdrawn, reduced, or limited in any way after the
effective date of this Agreement, and prior to its normal completion, the County may summarily terminate this Agreement
as to the funds withdrawn, reduced, or limited, notwithstanding any other termination provisions of this Agreement. If the
level of funding withdrawn, reduced or limited is so great that the County deems that the continuation of the programs
covered by this Agreement is no longer in the best interest of the County, the County may summarily terminate this
Agreement in whole, notwithstanding any other termination provisions of this Agreement. Termination under this section
shall be effective upon receipt of written notice as specified herein, or within three days of the mailing of the notice,
whichever occurs first.

11. 3 Termination for Public Convenience:

The County may terminate the Agreement in whole or in part whenever the County determines, in its sole discretion, that
such termination is in the interests of the County.  Whenever the Agreement is terminated in accordance with this
paragraph, the Contractor shall be entitled to payment for actual work performed at unit contract prices for completed
items of work. An equitable adjustment in the contract price for partially completed items of work will be made, but such
adjustment shall not include provision for loss of anticipated profit on deleted or uncompleted work. Termination of this
Agreement by the County at any time during the term, whether for default or convenience, shall not constitute breach of
contract by the County.

Series 20- 29: Provisions Related to Consideration and Payments

20. 1 Accounting and Payment for Contractor Services:
Payment to the Contractor for services rendered under this Agreement shall be as set forth in Exhibit" B." Where Exhibit

B" requires payments by the County, payment shall be based upon written claims supported, unless otherwise provided
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in Exhibit" B," by documentation of units of work actually performed and amounts earned, including, where appropriate,
the actual number of days worked each month, total number of hours for the month, and the total dollar payment
requested, so as to comply with municipal auditing requirements.

Unless specifically stated in Exhibit" B" or approved in writing in advance by the official executing this Agreement for the
County or his designee ( hereinafter referred to as the " Administrative Officer") the County will not reimburse the
Contractor for any costs or expenses incurred by the Contractor in the performance of this contract. Where required, the
County shall, upon receipt of appropriate documentation, compensate the Contractor, no more often than monthly, in
accordance with the County' s customary procedures, pursuant to the fee schedule set forth in Exhibit" B."

21. 1 Taxes:

The Contractor understands and acknowledges that the County will not withhold Federal or State income taxes. Where
required by State or Federal law, the Contractor authorizes the County to withhold for any taxes other than income taxes

i. e., Medicare). All compensation received by the Contractor will be reported to the Internal Revenue Service at the end
of the calendar year in accordance with the applicable IRS regulations. It is the responsibility of the Contractor to make
the necessary estimated tax payments throughout the year, if any, and the Contractor is solely liable for any tax
obligation arising from the Contractor' s performance of this Agreement. The Contractor hereby agrees to indemnify the
County against any d6mand to pay taxes arising from the Contractor' s failure to pay taxes on compensation earned
pursuant to this Agreement.

The County will pay sales and use taxes imposed on goods or services acquired hereunder as required by law. The
Contractor must pay all other taxes, including, but not limited to, Business and Occupation Tax, taxes based on the
Contractor' s gross or net income, or personal property to which the County does not hold title. The County is exempt
from Federal Excise Tax.

22. 1 Wilhfioldincf Payment:

In the event the County' s Administrative Officer determines that the Contractor has failed to perform any obligation under
this Agreement within the times set forth in this Agreement, then the County may withhold from amounts otherwise due
and payable to Contractor the amount determined by the County as necessary to cure the default, until the
Administrative Officer determines that such failure to perform has been cured. Withholding under this clause shall not be
deemed a breach entitling Contractor to termination or damages, provided that the County promptly gives notice in
writing to the Contractor of the nature of the default or failure to perform, and in no case more than 10 days after it
determines to withhold amounts otherwise due. A determination of the Administrative Officer set forth in a notice to the

Contractor of the action required and/ or the amount required to cure any alleged failure to perform shall be deemed
conclusive, except to the extent that the Contractor acts within the times and in strict accord with the provisions of the
Disputes clause of this Agreement.  The County may act in accordance with any determination of the Administrative
Officer which has become conclusive under this clause, without prejudice to any other remedy under the Agreement, to
take all or any of the following actions:( 1) cure any failure or default,( 2) to pay any amount so required to be paid and to
charge the same to the account of the Contractor,( 3) to set off any amount so paid or incurred from amounts due or to
become due the Contractor.  In the event the Contractor obtains relief upon a claim under the Disputes clause, no

penalty or damages shall accrue to Contractor by reason of good faith withholding by the County under this clause.

23. 1 Labor Standards:

The Contractor agrees to comply with all applicable state and federal requirements, including but not limited to those
pertaining to payment of wages and working conditions, in accordance with RCW 39. 12. 040, the Prevailing Wage Act;
the Americans with Disabilities Act of 1990; the Davis- Bacon Act; and the Contract Work Hours and Safety Standards
Act providing for weekly payment of prevailing wages, minimum overtime pay, and providing that no laborer or mechanic
shall be required to work in surroundings or under conditions which are unsanitary, hazardous, or dangerous to health
and safety as determined by regulations promulgated by the Federal Secretary of Labor and the State of Washington.

Series 30- 39: Provisions Related to Administration of Agreement

30. 1 Independent Contractor:

The Contractor' s services shall be furnished by the Contractor as an independent contractor, and nothing herein
contained shall be construed to create a relationship of employer- employee or master- servant, but all payments made
hereunder and all services performed shall be made and performed pursuant to this Agreement by the Contractor as an
independent contractor.
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The Contractor acknowledges that the entire compensation for this Agreement is specified in Exhibit " B" and the

Contractor is not entitled to any benefits including, but not limited to: vacation pay, holiday pay, sick leave pay, medical,
dental, or other insurance benefits, or any other rights or privileges afforded to employees of the County. The Contractor
represents that he/ she/ it maintains a separate place of business, serves clients other than the County, will report all
income and expense accrued under this contract to the Internal Revenue Service, and has a tax account with the State

of Washington Department of Revenue for payment of all sales and use and Business and Occupation taxes collected
by the State of Washington.

Contractor will defend, indemnify and hold harmless the County, its officers, agents or employees from any loss or
expense, including, but not limited to, settlements, judgments, setoffs, attorneys' fees or costs incurred by reason of
claims or demands because of breach of the provisions of this paragraph.

30. 2 Assignment and Subcontracting:

The performance of all activities contemplated by this agreement shall be accomplished by the Contractor. No portion of
this contract may be assigned or subcontracted to any other individual, firm or entity without the express and prior written
approval of the County.

30. 3 No Guarantee of Employment:

The performance of all or part of this contract by the Contractor shall not operate to vest any employment rights
whatsoever and shall not be deemed to guarantee any employment of the Contractor or any employee of the Contractor
or any subcontractor or any employee of any subcontractor by the County at the present time or in the future.

31. 1 Ownership of Items Produced_:

All writings, programs, data, public records or other materials prepared by the Contractor and/ or its consultants or
subcontractors, in connection with performance of this Agreement, shall be the sole and absolute property of the County.

31. 2 PatenUCopVright Infringement: Not Applicable

32. 1 Confidentiality:

The Contractor, its employees, subcontractors, and their employees shall maintain the confidentiality of all information
provided by the County or acquired by the Contractor in performance of this Agreement, except upon the prior written
consent of the County or an order entered by a court after having acquired jurisdiction over the County. Contractor shall
immediately give to the County notice of any judicial proceeding seeking disclosure of such information. Contractor shall
indemnify and hold harmless the County, its officials, agents or employees from all loss or expense, including, but not
limited to, settlements, judgments, setoffs, attorneys' fees and costs resulting from Contractor's breach of this provision.

33. 1 Right to Review:

This contract is subject to review by any Federal, State or County auditor. The County or its designee shall have the
right to review and monitor the financial and service components of this program by whatever means are deemed
expedient by the Administrative Officer or by the County Auditor' s Office. Such review may occur with or without notice
and may include, but is not limited to, on- site inspection by County agents or employees, inspection of all records or
other materials which the County deems pertinent to the Agreement and its performance, and any and all
communications with or evaluations by service recipients under this Agreement.  The Contractor shall preserve and
maintain all financial records and records relating to the performance of work under this Agreement for three ( 3) years
after contract termination, and shall make them available for such review, within Whatcom County, State of Washington,
upon request.  Contractor also agrees to notify the Administrative Officer in advance of any inspections, audits, or
program review by any individual, agency, or governmental unit whose purpose is to review the services provided within
the terms of this Agreement. If no advance notice is given to the Contractor, then the Contractor agrees to notify the
Administrative Officer as soon as it is practical.

34. 1 Proof of Insurance:

The Contractor shall carry for the duration of this Agreement general liability and property damage insurance with the
following minimums:
Property Damage per occurrence-$ 500, 000. 00( this amount may vary with circumstances)
General Liability& Property Damage for bodily injury-$ 1, 000, 000. 00( this amount may vary with circumstances)
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A Certificate of insurance, that also identifies the County as an additional insured, is attached hereto as Exhibit" C". This
insurance shall be considered as primary and shall waive all rights of subrogation. The County insurance shall be
noncontributory.

a.    Professional Liability-$ 1, 000, 000 per occurrence:
If the professional liability insurance is a claims made policy, and should the contractor discontinue coverage either
during the term of this contract or within three years of completion, the contractor agrees to purchase tail coverage for a
minimum of three years from the completion date of this contract or any amendment to this contract.

34. 2 Industrial Insurance Waiver: Not Applicable

34. 3 Defense& Indemnity Agreement:

The Contractor agrees to defend, indemnify and save harmless the County, its appointed and elective officers and
employees, from and against all loss or expense, including, but not limited to, judgments, settlements, attorneys' fees
and costs by reason of any and all claims and demands upon the County, its elected or appointed officials or employees
for damages because of personal or bodily injury, including death at any time resulting therefrom, sustained by any
person or persons and on account of damage to property, including loss of use thereof, whether such injury to persons
or damage to property is due to the negligence of the Contractor, its subcontractors, its successor or assigns, or its
agents, servants, or employees, the County, its appointed or elected officers, employees or their agents, except only
such injury or damage as shall have been occasioned by the sole negligence of the County or its appointed or elected
officials or employees.  In case of damages caused by the concurrent negligence of Contractor, its subcontractors, its
successors or assigns, or its agents, servants, or employees, and the County, its appointed or elected officers,
employees or their agents, then this indemnification provision is enforceable only to the extent of the negligence of the
Contractor, its agents, or its employees.

It is further provided that no liability shall attach to the County by reason of entering into this contract, except as
expressly provided herein. The parties specifically agree that this agreement is for the benefit of the parties only and this
agreement shall create no rights in any third party.

35. 1 Non- Discrimination in Employment:

The County' s policy is to provide equal opportunity in all terms, conditions and privileges of employment for all qualified
applicants and employees without regard to race, color, creed, religion, national origin, sex, sexual orientation, age,

marital status, disability, or veteran status. The Contractor shall comply with all laws prohibiting discrimination against
any employee or applicant for employment on the grounds of race, color, creed, religion, national origin, sex, sexual
orientation, age, marital status, disability, or veteran status, except where such constitutes a bona fide occupational
qualification.

Furthermore, in those cases in which the Contractor is governed by such laws, the Contractor shall take affirmative
action to insure that applicants are employed, and treated during employment, without regard to their race, color, creed,
religion, national origin, sex, age, marital status, sexual orientation, disability, or veteran status, except where such
constitutes a bona fide occupational qualification.  Such action shall include, but not be limited to: advertising, hiring,
promotions, layoffs or terminations, rate of pay or other forms of compensation benefits, selection for training including
apprenticeship, and participation in recreational and educational activities. In all solicitations or advertisements for
employees placed by them or on their behalf, the Contractor shall state that all qualified applicants will receive
consideration for employment without regard to race, color, religion, sex or national origin.

The foregoing provisions shall also be binding upon any subcontractor, provided that the foregoing provision shall not
apply to contracts or subcontractors for standard commercial supplies or raw materials, or to sole proprietorships with no
employees.

35. 2 Non- Discrimination in Client Services:

The Contractor shall not discriminate on the grounds of race, color, creed, religion, national origin, sex, age, marital
status, sexual orientation, disability, or veteran status; or deny an individual or business any service or benefits under
this Agreement; or subject an individual or business to segregation or separate treatment in any manner related to
his/ her/ its receipt any service or services or other benefits provided under this Agreement; or deny an individual or
business an opportunity to participate in any program provided by this Agreement.

36. 1 Waiver of NoncomQetition: Not Applicable

36. 2 Conflict of Interest:
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If at any time prior to commencement of, or during the term of this Agreement, Contractor or any of its employees
involved in the performance of this Agreement shall have or develop an interest in the subject matter of this Agreement
that is potentially in conflict with the County' s interest, then Contractor shall immediately notify the County of the same.
The notification of the County shall be made with sufficient specificity to enable the County to make an informed
judgment as to whether or not the County' s interest may be compromised in any manner by the existence of the conflict,
actual or potential. Thereafter, the County may require the Contractor to take reasonable steps to remove the conflict of
interest. The County may also terminate this contract according to the provisions herein for termination.

37. 1 Administration of Contract:

This Agreement shall be subject to all laws, rules, and regulations of the United States of America, the State of

Washington, and political subdivisions of the State of Washington. The Contractor also agrees to comply with applicable
federal, state, county or municipal standards for licensing, certification and operation of facilities and programs, and
accreditation and licensing of individuals.

The County hereby appoints, and the Contractor hereby accepts, the Whatcom County Executive, and his or her
designee, as the County' s representative, hereinafter referred to as the Administrative Officer, for the purposes of
administering the provisions of this Agreement, including the County' s right to receive and act on all reports and
documents, and any auditing performed by the County related to this Agreement.  The Administrative Officer for
purposes of this agreement is:

Jessica Lee, Developmental Disabilities Program Specialist

Whatcom County Health Department
509 Girard Street, Bellingham, WA 98225

360) 778- 6047 JLLeefn? co. wltatt: om., a. us

37. 2 Notice:

Except as set forth elsewhere in the Agreement, for all purposes under this Agreement except service of process, notice
shall be given by the Contractor to the County' s Administrative Officer under this Agreement. Notice to the Contractor
for all purposes under this Agreement shall be given to the address provided by the Contractor herein above in the
Contractor Information" section. Notice may be given by delivery or by depositing in the US Mail, first class, postage

prepaid.

38. 1 Certification of Public Works Contractor' s Status under Slate Law: Not Applicable

38. 2 Certification Regarding Federal Debarment, Susnensio t, Ineligibility and Voluntary Exclusion - Lower Tier Covered

Transactions: Not Applicable

38. 3 E- Verify., Not Applicable

Series 40- 49: Provisions Related to Interpretation of Agreement and Resolution of Disputes

40. 1 Modifications:

Either party may request changes in the Agreement. Any and all agreed modifications, to be valid and binding upon
either party, shall be in writing and signed by both of the parties.

40. 2 Contractor Commitments, Warranties and Represenlations: Not Applicable

41. 1 Severability:

If any term or condition of this contract or the application thereof to any person( s) or circumstances is held invalid, such
invalidity shall not affect other terms, conditions or applications which can be given effect without the invalid term,
condition or application. To this end, the terms and conditions of this contract are declared severable.

41. 2 Waiver:

Waiver of any breach or condition of this contract shall not be deemed a waiver of any prior or subsequent breach. No
term or condition of this contract shall be held to be waived, modified or deleted except by an instrument, in writing,
signed by the parties hereto. The failure of the County to insist upon strict performance of any of the covenants and
agreements of this Agreement, or to exercise any option herein conferred in any one or more instances, shall not be
construed to be a waiver or relinquishment of any such, or any other covenants or agreements, but the same shall be
and remain in full force and effect.
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42. 1 Disputes:

a.    General:

Differences between the Contractor and the County, arising under and by virtue of the Contract Documents, shall be
brought to the attention of the County at the earliest possible time in order that such matters may be settled or other
appropriate action promptly taken. Except for such objections as are made of record in the manner hereinafter specified
and within the time limits stated, the records, orders, rulings, instructions, and decisions of the Administrative Officer

shall be final and conclusive.

b.    Notice of Potential Claims:

The Contractor shall not be entitled to additional compensation which otherwise may be payable, or to extension of time
for ( 1) any act or failure to act by the Administrative Officer or the County, or ( 2) the happening of any event or
occurrence, unless the Contractor has given the County a written Notice of Potential Claim within ten ( 10) days of the
commencement of the act, failure, or event giving rise to the claim, and before final payment by the County. The written
Notice of Potential Claim shall set forth the reasons for which the Contractor believes additional compensation or

extension of time is due, the nature of the cost involved, and insofar as possible, the amount of the potential claim.
Contractor shall keep full and complete daily records of the work performed, labor and material used, and all costs and
additional time claimed to be additional.

c.    Detailed Claim:

The Contractor shall not be entitled to claim any such additional compensation, or extension of time, unless within thirty
30) days of the accomplishment of the portion of the work from which the claim arose, and before final payment by the

County, the Contractor has given the County a detailed written statement of each element of cost or other compensation
requested and of all elements of additional time required, and copies of any supporting documents evidencing the
amount or the extension of time claimed to be due.

d.   Arbitration:

Other than claims for injunctive relief brought by a party hereto( which may be brought either in court or pursuant to this
arbitration provision), and consistent with the provisions hereinabove, any claim, dispute or controversy between the
parties under, arising out of, or related to this Agreement or otherwise, including issues of specific performance, shall be
determined by arbitration in Bellingham, Washington, under the applicable American Arbitration Association( AAA) rules
in effect on the date hereof, as modified by this Agreement. There shall be one arbitrator selected by the parties within
ten ( 10) days of the arbitration demand, or if not, by the AAA or any other group having similar credentials. Any issue
about whether a claim is covered by this Agreement shall be determined by the arbitrator.  The arbitrator shall apply
substantive law and may award injunctive relief, equitable relief( including specific performance), or any other remedy
available from a judge, including expenses, costs and attorney fees to the prevailing party and pre- award interest, but
shall not have the power to award punitive damages. The decision of the arbitrator shall be final and binding and an
order confirming the award or judgment upon the award may be entered in any court having jurisdiction. The parties
agree that the decision of the arbitrator shall be the sole and exclusive remedy between them regarding any dispute
presented or pled before the arbitrator. At the request of either party made not later than forty- five( 45) days after the
arbitration demand, the parties agree to submit the dispute to nonbinding mediation, which shall not delay the arbitration
hearing date; provided, that either party may decline to mediate and proceed with arbitration.

Unless otherwise specified herein, this Agreement shall be governed by the laws of Whatcom County and the State of
Washington.

43. 1 Venue and Choice of Law:

In the event that any litigation should arise concerning the construction or interpretation of any of the terms of this
Agreement, the venue of such action of litigation shall be in the courts of the State of Washington in and for the County
of Whatcom. This Agreement shall be governed by the laws of the State of Washington.

44. 1 Survival:

The provisions of paragraphs 11. 1, 11. 2, 11. 3, 21. 1, 22. 1, 30. 1, 31. 1, 31. 2, 32. 1, 33. 1, 34. 2, 34. 3, 36. 1, 40. 2, 41. 2, 42. 1,
and 43. 1, if utilized, shall survive, notwithstanding the termination or invalidity of this Agreement for any reason.

45. 1 Ent{ re Agreement:

This written Agreement, comprised of the writings signed or otherwise identified and attached hereto, represents the

entire Agreement between the parties and supersedes any prior oral statements, discussions or understandings
between the parties.
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EXHIBIT" A"

SCOPE OF WORK)

I.     Background

Developmental disabilities are conditions which result in physical, learning, language, or behavioral
impairment and occur before the age of 18. According to the Centers for Disease Control ( CDC) about one
in six children in the U. S. have one or more developmental disabilities or other developmental delays.

The Single Entry Access to Services( SEAS) line provides an effective single point of entry in Whatcom
County to connect families and professionals concerned about a child' s development to resources and
services. Care navigation ensures coordination and follow- through with families and referral sources to

ensure that timely connection to services are made.

II.     Statement of Work

1.  Provide a Single Entry Access to Services( SEAS) phone and fax line to receive calls and
referrals related to the needs of children with or suspected of having developmental disabilities and
delays. The phone and fax line shall remain unchanged over the contract period and be publicly
advertised in collaboration with community partners.

2.  Provide Care Navigation: Care navigation ensures the effective and timely connection of families
to health and social services. Care navigation is a service provided primarily by phone, with in-
person accommodation available when requested. Care navigation activities include:

a.  Providing brief screening and assessment of the family' s needs to determine appropriate
referral.

b.  Assist families to connect with community services for which their child may be eligible.

c.   Assist families to understand and access other community resources available, including
resources for basic needs.

d.  Assist families to complete referral paperwork, as needed.

e.  Accept referrals from health and social service providers, with consent from the family.

f.   Assist families to coordinate care for their child amongst multiple health and social

providers.

g.  Follow up with families and referral sources as appropriate to ensure necessary
connections are made.

h.   Provide written materials on child development and community resources, as appropriate.

3.  Develop and implement an annual outreach plan in partnership with the County and community
stakeholders to increase awareness of SEAS.

4.  Develop and update resource materials in collaboration with the Whatcom County Health
Department and community stakeholders.

III.     Program Requirements

1.  Ensure that qualified staff members are available to respond to referrals and provide care
navigation. Desired qualifications include:
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a.  A bachelor' s degree in human services ( or related discipline) or a minimum of 2 years of
experience working with families of children with disabilities or special health care needs.

b.  An understanding of the local, social and health services systems.

c.   A background in child development.

d.  The ability to communicate effectively.

2.   Experience working with people from various cultural, socioeconomic and educational
backgrounds. A training plan for staff providing care navigation is documented and approved by the
County in order to ensure quality and consistency of referral services. Elements of the training plan
should include at minimum:

a.  Values and purpose of SEAS
b.  Standards for referral and quality assurance
c.   Policy and procedures for referrals and follow up
d.   Policy and procedures for ensuing referral and resource information is kept up to date
e.  Data definitions, data collection and data management procedures.

3.   Notify the County in the event of a change in personnel or in the hours that the referral line is
available to the public.

4.  Program oversight and supervision will include at least one staff with expertise in child

development, family- centered practices and working with individuals from diverse, cultural, socio-
economic, and educational backgrounds.

5.   Policies and procedures are in place to ensure quality and consistency of services provided
including

a.   Referral procedures
b.   Referral follow-up criteria and process
c.   Accuracy of referral information
d.   Data collection and management

6.  Calls and faxes made to the referral line are responded to promptly, within two ( 2) business days.

7.  The contractor protects and maintains all confidential information against unauthorized use, access,
disclosure, modification or loss. The contractor must be aware of and compliant with the applicable legal

or regulatory requirements for Category 4 Data, defined in Exhibit C- Data Security. Data meeting
Category 4 criteria under this agreement will be handled in line with Exhibit C- Data Security
Requirements.

8.  Barrier-free access to assistance is offered including in- person assistance, language access for
those speaking a language other than English, or access to another technology for those with
speech and/ or hearing impairments, if requested.

9.  Maintain documentation of calls and faxed referrals received including referral source, age of child,
primary concern, linkages, and follow-up identified.
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10. Ensure that referral and resource information is reviewed regularly and updated for accuracy, at
minimum annually.

11. As the primary entry point for early intervention services( EIS) for infants and toddlers 0- 2, as well
as a provider for those services, the contractor will develop written agreements will all other
publically funded EIS providers in Whatcom County. Agreements must be in place by June 30,
2020 and include referral process and criteria as well as a process for dispute resolution.

12. Provide monthly reporting of referral information including referral source, age of child, primary
concern, and referral outcome.

13. Meet with the County as requested to ensure continuity and quality of services.

IV.     Role of the Health Department

The Whatcom County Health Department agrees to provide consultation upon request to the Contractor
regarding children and youth with special health care needs and developmental disabilities and delays.

V.     Reporting Requirements

1.  Provide service data on a monthly basis in a format provided by the County; data report will be
submitted monthly with invoice for services.

2.  An outreach plan is developed with community partners and the health department. Outreach
activities are documented and an annual summary provided within 30 days of the end of the
contract period. Outreach activities may be conducted by community partners as well as staff
assigned by the contractor. Outreach activities include:

a.   In person meetings with health care providers and referral sources.
b.   Stocking of referral materials at referral sources and other locations frequented by families

around the county
c.   Informational events such as presentations, fairs etc.
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EXHIBIT" B"

COMPENSATION)

I.     Budget and Source of Funding: The source of funding for this contract, in an amount not to exceed
80, 149, is local DD Millage and DSHS/ DDA funds.

II.     Budget and Allowable Costs: The budget for this cost reimbursement contract is as follows:

Activity Invoice Documentation Budget

Care Navigator 1  . 25 FTE 11, 260

Care Navigator 2 1. 0 FTE
General Ledger Detail

48, 975

Su ervisor . 15 FTE 10, 577

Translation/ Interpreters 750

Subtotal 71, 562

Indirect Administration Federally approved rate for the current fiscal year current)  12%)   8, 587

TOTAL BUDGET 80, 149

Funding may be distributed between line items, with written County authorization.

III.     Invoicinq

1.   Monthly invoices must be submitted by the 15th of the month following the month of service, Invoices
submitted for payment must include documentation listed in the budget table above.

2.   The Contractor shall submit invoices via email to HL- BusinessOffice co. whatcom. wa. us ( include

contract#) or mail to:

Attention: Business Office

Whatcom County Health Department
509 Girard Street

Bellingham, WA 98225

3.   Payment by the County will be considered timely if it is made within 30 days of the receipt and
acceptance of billing information from the Contractor. The County may withhold payment of an invoice if
the Contractor submits it more than 30 days after the expiration of this contract.

4.   Invoices must include the following statement, with an authorized signature and date:

I certify that the materials have been furnished, the services rendered, or the labor

performed as described on this invoice.

5.   Duplication of Billed Costs or Payments for Services: The Contractor shall not bill the County for
services performed or provided under this contract, and the County shall not pay the Contractor, if the
Contractor has been or will be paid by any other source, including grants, for those costs used to
perform or provide the services in this contract. The Contractor is responsible for any audit exceptions
or disallowed amounts paid as a result of this contract.
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A
CERTIFICATE OF LIABILITY INSURANCE r DATE MMID19

DrYYYY)

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW.  THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER( S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy( ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder in lieu of such endorsement( s).

PRODUCER CONYACT

Hub International Northwest LLC PKONAME;
110 Unity St.       iAfCHIo.Enul 360- 647- 9000 R c, rut : 360 734- a49S

E• MAiL
Bellingham WA 98225 ADDREss. now.bellinghaminfo@hubinternational.com

INSURER( S) AFFORDINO COVERAGE.     NAIL+ 1

INSURER A: Philadelphia Indemnity Insurance Company 1$ 0' 58
INSURED CPPOCOU- Ot

INSURER a: Lloyd's of London 15792
The Opportunity Council
1111 Cornwall Ave Ste C INSURER e.

Bellingham WA 98225- 5039 INSURER0;

INSURER 6.

lNSURERF:

COVERAGES CERTIFICATE NUMBER: 112017527 REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED.  NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES, LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

rtEBR AG L IIaR:    
TYPE OF INSURANCE

POLICY EFF PaLY EItP
T POLICYNUMBER DD 1 LIMITS

A X COMMERCIAL GENERAL LIABILITY Y Y PHPK1989847 1 6/ 1/ 2019 I 6/ 112020 EACH OCCURRENCE 151. 000A0o
OHMAGE Td REfuTEO

l CLAIMS- MADF . X I OCCUR
WI t PR i F.A,SEB£$ tEa,dccwrnnrep   $ 100, 000

MED EXP(. Any aria I1¢ racnl    $ 5. 000

1 PERSONAL& ADV INJURY  `$ 1, 004,000

GEN' L AGGREGATE LIMIT APPLIES PER: GFNERALAGGREGATE S3, D00, 00

POLICY    ' PRO- JECT i.    LOC PRODUCTS• COMP1OP AGG  $ 3, 000. 000

OTHER:       S

A AUTOMOBILE LIABILITY Y Y PHPKI989847
i

6/ 1/ 2019 6/ 112020 1 COMBINED SINCILE LiM0 S 1, OOQ, OpO
p. acNdgnt)

f ANY AUTO
y—    

BODILY INJURY( Per parson)  $

i OWNED SCHEDULED
YBODILY INJURY Per uccrderri  $AUTOS ONLY     _ AUTO 1

HIRED NON- OSWNED I
PROPERTYDAMAGE       $

AUTOS ONLY    _..._ AUTOS ON[ Y Ifrcr acckianl)

I$

A X UMBRELLA LIAB I X OCCUR PHUB678523 6/ 1/ 2019 6/ 1/ 2020 EACH OCCURRENCE       $ 10, 000, 000

f

EXCESS LIAR
C' LAiMS- MADE AGGREGATE 10.000. 000

DIED X . RETENTION$ j
A WORKERS COMPENSATION PHPK1989847 6/ 1/ 2019 1 8/ 1/ 2020

PER

i   •AND EMPLOYERS' LIABILITY
YIN

STArUTE IX ,
OFOTl1

l Stop Gap
ANYPROPRIETOR/ PARTNER/ EXECUTIVE 1

E I, EACH ACCIDENT S 1, 000, 000
OFFICER/ MEMBEREXCLUCED7 NrA

Mandatory in NH)    E L DISEASE- EAEMPLOYUE['$ 1, 000, 000
Ilyyes. describe under I

DE5CRIPTtON OF OPERATIONS twldw EL DISFASE- POLICY LIMIT S 1. 000,000

B Professional Liability ENP0003443- 01 6/ 1/ 2019  .  6/ 1/ 2020 Limit 1, 000. 000
I Claims Made Retention 5, 000

Aggregate 2, 000, 000

DESCRIPTION OF OPERATIONS I LOCATIONS I VEHICLES ( ACORD 101, Additional Remarks Schedule, may be attached If more space is required)
Per policy farms and Canddions: General Liability Deluxe Endorsement Human Services form PI- GLD- HS( 10/ 11); Commercial Automobile Elite Endorsement
form PI- CA- 001 ( 09115),

Whatcom County is named as additional insured. This insurance shall be considered as primary and shall waive all rights of subrogation. The County insurance
shall be noncontributory.

CERTIFICATE HOLDER CANCELLATION

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF,  NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

Whatconl County
509 Girard St

AUTHORIZED REPRESENTATIVE
Bellingham WA 98225

1988- 2015 ACORD CORPORATION. All rights reserved.

ACORD 25( 2016103)       The ACORD name and logo are registered marks of ACORD

is.



Exhibit D

DATA SECURITY REQUIREMENTS)

1.       Definitions. The words and phrases listed below, as used in this Exhibit, shall each have the
following definitions:

a,   " AES" means the Advanced Encryption Standard, a specification of Federal Information

Processing Standards Publications for the encryption of electronic data issued by the National
Institute of Standards and Technology
http:// nvlpubs. nist. gov/ nistpubs/ FIPS/ NIST. FIPS. 197. pdo.

b.   " Authorized Users( s)" means an individual or individuals with a business need to access

Confidential Information, and who has or have been authorized to do so.

c.   ' Business Associate Agreement" means an agreement between and a contractor who is

receiving Data covered under the Privacy and Security Rules of the Health Insurance
Portability and Accountability Act of 1996. The agreement establishes permitted and required
uses and disclosures of protected health information( PHI) in accordance with HIPAA
requirements and provides obligations for business associates to safeguard the information.

d.   " Category 4 Data" is data that is confidential and requires special handling due to statutes or
regulations that require especially strict protection of the data and from which especially
serious consequences may arise in the event of any compromise of such data. Data classified
as Category 4 includes but is not limited to data protected by: the Health Insurance Portability
and Accountability Act( HIPAA), Pub. L. 104- 191 as amended by the Health Information
Technology for Economic and Clinical Health Act of 2009( HITECH), 45 CFR Parts 160 and
164; the Family Educational Rights and Privacy Act( FERPA), 20 U. S. C.§ 1232g; 34 CFR Part
99; Internal Revenue Service Publication 1075( https:// www. irs. gov/ pub/ irs- pdf/ pl075. pdf);
Substance Abuse and Mental Health Services Administration regulations on Confidentiality of
Alcohol and Drug Abuse Patient Records, 42 CFR Part 2; and/ or Criminal Justice Information
Services, 28 CFR Part 20.

e.   " Cloud" means data storage on servers hosted by an entity other than the Contractor and on a
network outside the control of the Contractor. Physical storage of data in the cloud typically
spans multiple servers and often multiple locations. Cloud storage can be divided between

consumer grade storage for personal files and enterprise grade for companies and
governmental entities. Examples of consumer grade storage would include iTunes, Dropbox,
Box. com, and many other entities. Enterprise cloud vendors include Microsoft Azure, Amazon
Web Services, and Rackspace.

f.   " Encrypt" means to encode Confidential Information into a format that can only be read by
those possessing a" key"; a password, digital certificate or other mechanism available only to
authorized users, Encryption must use a key length of at least 256 bits for symmetric keys, or
2048 bits for asymmetric keys. When a symmetric key is used, the Advanced Encryption
Standard( AES) must be used if available.

g.   TedRAMP" means the Federal Risk and Authorization Management Program( see

www. fedramp. gov), which is an assessment and authorization process that federal
government agencies have been directed to use to ensure security is in place when accessing
Cloud computing products and services.
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h.   " Hardened Password" means a string of at least eight characters containing at least three of
the following four character classes: Uppercase alphabetic, lowercase alphabetic, numeral,
and special characters such as an asterisk, ampersand, or exclamation point.

i.   " Mobile Device" means a computing device, typically smaller than a notebook, which runs a
mobile operating system, such as iOS, Android, or Windows Phone. Mobile Devices include
smart phones, most tablets, and other form factors.

j.   " Multi- factor Authentication" means controlling access to computers and other IT resources by
requiring two or more pieces of evidence that the user is who they claim to be. These pieces
of evidence consist of something the user knows, such as a password or PIN; something the
user has such as a key card, smart card, or physical token; and something the user is, a
biometric identifier such as a fingerprint, facial scan, or retinal scan.` PIN" means a personal
identification number, a series of numbers which act as a password for a device. Since PINs
are typically only four to six characters, PINs are usually used in conjunction with another
factor of authentication, such as a fingerprint.

k.   ' Portable Device" means any computing device with a small form factor, designed to be
transported from place to place. Portable devices are primarily battery powered devices with
base computing resources in the form of a processor, memory, storage, and network access.
Examples include, but are not limited to, mobile phones, tablets, and laptops. Mobile Device is
a subset of Portable Device.

I.   ' Portable Media" means any machine readable media that may routinely be stored or moved
independently of computing devices. Examples include magnetic tapes, optical discs( CDs or
DVDs), flash memory( thumb drive) devices, external hard drives, and internal hard drives that
have been removed from a computing device.

m.  " Secure Area" means an area to which only authorized representatives of the entity
possessing the Confidential Information have access, and access is controlled through use of
a key, card key, combination lock, or comparable mechanism. Secure Areas may include
buildings, rooms or locked storage containers( such as a filing cabinet or desk drawer) within a
room, as long as access to the Confidential Information is not available to unauthorized
personnel. In otherwise Secure Areas, such as an office with restricted access, the Data must
be secured in such a way as to prevent access by non- authorized staff such as janitorial or
facility security staff, when authorized Contractor staff are not present to ensure that non-
authorized staff cannot access it.

n.   " Trusted Network" means a network operated and maintained by the Contractor, which
includes security controls sufficient to protect Confidential Data on that network. Controls
would include a firewall between any other networks, access control lists on networking
devices such as routers and switches, and other such mechanisms which protect the
confidentiality, integrity, and availability of the Data.

o.   " Unique User ID" means a string of characters that identifies a specific user and which, in
conjunction with a password, passphrase or other mechanism, authenticates a user to an
information system.

2.       Authority. The security requirements described in this document reflect the applicable
requirements of Standard 141. 10( https: Jlocio. wa. govlpolicies) of the Office of the Chief Information
Officer for the state of Washington, and of the Information Security Policy and Standards Manual.
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Reference material related to these requirements can be found here:

https: llwww. dshs. ova. yovlfsalLenira!- c: onfracf- serviceslkeepinc- cishs- clieri!- informalian- E rivafe-{ Sri-

secure, which is a site developed by the DSHS Information Security Office and hosted by DSHS
Central Contracts and Legal Services.

3.       Administrative Controls. The Contractor must have the following controls in place:

a.   A documented security policy governing the secure use of its computer network and systems,
and which defines sanctions that may be applied to Contractor staff for violating that policy.

b.   If the Data shared under this agreement is classified as Category 4, the Contractor must be
aware of and compliant with the applicable legal or regulatory requirements for that Category 4
Data.

c.   If Confidential Information shared under this agreement is classified as Category 4, the
Contractor must have a documented risk assessment for the system( s) housing the Category
4 Data.

4.       Authorization, Authentication, and Access. In order to ensure that access to the Data is limited

to authorized staff, the Contractor must:

a.   Have documented policies and procedures governing access to systems with the shared Data.

b.   Restrict access through administrative, physical, and technical controls to authorized staff.

c.   Ensure that user accounts are unique and that any given user account logon ID and password
combination is known only to the one employee to whom that account is assigned. For
purposes of non- repudiation, it must always be possible to determine which employee
performed a given action on a system housing the Data based solely on the logon ID used to
perform the action.

d.   Ensure that only authorized users are capable of accessing the Data.

e.   Ensure that an employee' s access to the Data is removed immediately:

1)  Upon suspected compromise of the user credentials.

2)  When their employment, or the contract under which the Data is made available to them,

is terminated.

3)  When they no longer need access to the Data to fulfill the requirements of the contract.

f.     Have a process to periodically review and verify that only authorized users have access to
systems containing Confidential Information.

g.    When accessing the Data from within the Contractor' s network( the Data stays within the
Contractor' s network at all times), enforce password and logon requirements for users within
the Contractor' s network, including:

1) A minimum length of 8 characters, and containing at least three of the following character
classes: uppercase letters, lowercase letters, numerals, and special characters such as

an asterisk, ampersand, or exclamation point.
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2)  That a password does not contain a user' s name, logon ID, or any form of their full name.

3)  That a password does not consist of a single dictionary word. A password may be formed
as a passphrase which consists of multiple dictionary words.

4)  That passwords are significantly different from the previous four passwords. Passwords
that increment by simply adding a number are not considered significantly different.

h.    When accessing Confidential Information from an external location( the Data will traverse the
Internet or otherwise travel outside the Contractor' s network), mitigate risk and enforce

password and logon requirements for users by employing measures including:

1)  Ensuring mitigations applied to the system don' t allow end- user modification,

2)  Not allowing the use of dial- up connections.

3)  Using industry standard protocols and solutions for remote access. Examples would
include RADIUS and Citrix,

4)  Encrypting all remote access traffic from the external workstation to Trusted Network or to
a component within the Trusted Network. The traffic must be encrypted at all times while

traversing any network, including the Internet, which is not a Trusted Network.

5)  Ensuring that the remote access system prompts for re- authentication or performs
automated session termination after no more than 30 minutes of inactivity.

6)  Ensuring use of Multi- factor Authentication to connect from the external end point to the
internal end point.

i.     Passwords or PIN codes may meet a lesser standard if used in conjunction with another
authentication mechanism, such as a biometric( fingerprint, face recognition, iris scan) or

token( software, hardware, smart card, etc.) in that case:

1) The PIN or password must be at least 5 letters or numbers when used in conjunction with
at least one other authentication factor

2)  Must not be comprised of all the same letter or number( 11111, 22222, aaaaa, would not

be acceptable)

3)  Must not contain a" run" of three or more consecutive numbers( 12398, 98743 would not

be acceptable)

j.     If the contract specifically allows for the storage of Confidential Information on a Mobile
Device, passcodes used on the device must:

1)  Be a minimum of six alphanumeric characters.

2)  Contain at least three unique character classes( upper case, lower case, letter, number).

3)  Not contain more than a three consecutive character run. Passcodes consisting of 12345,
or abcd12 would not be acceptable.
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k.    Render the device unusable after a maximum of 10 failed logon attempts.

5.       Protection of Data. The Contractor agrees to store Data on one or more of the following media
and protect the Data as described:

a.   Hard disk drives. For Data stored on local workstation hard disks, access to the Data will be

restricted to Authorized User( s) by requiring logon to the local workstation using a Unique User
ID and Hardened Password or other authentication mechanisms which provide equal or
greater security, such as biometrics or smart cards.

b.   Network server disks. For Data stored on hard disks mounted on network servers and made

available through shared folders, access to the Data will be restricted to Authorized Users

through the use of access control lists which will grant access only after the Authorized User
has authenticated to the network using a Unique User ID and Hardened Password or other
authentication mechanisms which provide equal or greater security, such as biometrics or
smart cards. Data on disks mounted to such servers must be located in an area which is

accessible only to authorized personnel, with access controlled through use of a key, card key,
combination lock, or comparable mechanism.

For Confidential Information stored on these disks, deleting unneeded Data is sufficient as
long as the disks remain in a Secure Area and otherwise meet the requirements listed in the
above paragraph. Destruction of the Data, as outlined below in Section 8 Data Disposition,
may be deferred until the disks are retired, replaced, or otherwise taken out of the Secure
Area.

c.   Optical discs( CDs or DVDs) in local workstation optical disc drives. Data provided on
optical discs which will be used in local workstation optical disc drives and which will not be

transported out of a Secure Area. When not in use for the contracted purpose, such discs
must be Stored in a Secure Area. Workstations which access Confidential Data on optical

discs must be located in an area which is accessible only to authorized personnel, with access
controlled through use of a key, card key, combination lock, or comparable mechanism.

d.  Optical discs( CDs or DVDs) in drives orjukeboxes attached to servers. Data provided
on optical discs which will be attached to network servers and which will not be transported out

of a Secure Area. Access to Data on these discs will be restricted to Authorized Users

through the use of access control lists which will grant access only after the Authorized User
has authenticated to the network using a Unique User ID and Hardened Password or other
authentication mechanisms which provide equal or greater security, such as biometrics or
smart cards. Data on discs attached to such servers must be located in an area which is

accessible only to authorized personnel, with access controlled through use of a key, card key,
combination lock, or comparable mechanism.

e.   Paper documents. Any paper records must be protected by storing the records in a Secure
Area which is only accessible to authorized personnel. When not in use, such records must
be stored in a Secure Area.

f.   Data storage on portable devices or media.

1)  Except where otherwise specified herein, Data shall not be stored by the Contractor on
portable devices or media unless specifically authorized within the terms and conditions of
the Contract. If so authorized, the Data shall be given the following protections:

HL 070119_ OC_ SEAS. docx Page 20 of 23



a)  Encrypt the Data.

b)  Control access to devices with a Unique User ID and Hardened Password or stronger

authentication method such as a physical token or biometrics.

c)  Manually lock devices whenever they are left unattended and set devices to lock
automatically after a period of inactivity, if this feature is available. Maximum period
of inactivity is 20 minutes.

d)  Apply administrative and physical security controls to Portable Devices and Portable
Media by:

i.   Keeping them in a Secure Area when not in use,

ii.   Using check- inlcheck- out procedures when they are shared, and

iii.  Taking frequent inventories.

2)  When being transported outside of a Secure Area, Portable Devices and Portable Media
with Confidential Information must be under the physical control of Contractor staff with
authorization to access the Data, even if the Data is encrypted.

h.   Data stored for backup purposes.

1)  Confidential Information may be stored on Portable Media as part of a Contractor' s
existing, documented backup process for business continuity or disaster recovery
purposes. Such storage is authorized until such time as that media would be reused
during the course of normal backup operations. If backup media is retired while
Confidential Information still exists upon it, such media will be destroyed at that time in

accordance with the disposition requirements below in Section 8 Data Disposition.

2)  Data may be stored on non- portable media( e.g. Storage Area Network drives, virtual
media, etc.) as part of a Contractor' s existing, documented backup process for business
continuity or disaster recovery purposes. If so, such media will be protected as otherwise
described in this exhibit. If this media is retired while Confidential Information still exists

upon it, the data will be destroyed at that time in accordance with the disposition

requirements below in Section 8 Data Disposition.

i.   Cloud storage. Confidential Information requires protections equal to or greater than those
specified elsewhere within this exhibit. Cloud storage of Data is problematic as the Contractor
has no control of the environment in which the Data is stored. For this reason:

1)  Data will not be stored in any consumer grade Cloud solution, unless all of the following
conditions are met:

a)  Contractor has written procedures in place governing use of the Cloud storage and
Contractor attests in writing that all such procedures will be uniformly followed.

b)  The Data will be Encrypted while within the Contractor network.

c)  The Data will remain Encrypted during transmission to the Cloud.
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d)  The Data will remain Encrypted at all times while residing within the Cloud storage
solution.

e)  The Contractor will possess a decryption key for the Data, and the decryption key will
be possessed only by the Contractor.

f)  The Data will not be downloaded to non- authorized systems, meaning systems that
are not on the Contractor networks.

g)  The Data will not be decrypted until downloaded onto a computer within the control of
an Authorized User and within either the Contractor' s network.

2)  Data will not be stored on an Enterprise Cloud storage solution unless either:

a)  The Cloud storage provider is treated as any other Sub- Contractor, and agrees in
writing to all of the requirements within this exhibit; or,

b)  The Cloud storage solution used is FedRAMP certified.

3)  If the Data includes protected health information covered by the Health Insurance
Portability and Accountability Act( HIPAA), the Cloud provider must sign a Business
Associate Agreement prior to Data being stored in their Cloud solution.

6.       System Protection. To prevent compromise of systems which contain Confidential Data or
through which that Data passes:

a. Systems containing Confidential Data must have all security patches or hotfixes applied within
3 months of being made available.

b. The Contractor will have a method of ensuring that the requisite patches and hotfixes have
been applied within the required timeframes.

c.  Systems containing Confidential Data shall have an Anti- Malware application, if available,
installed.

d. Anti- Malware software shall be kept up to date, The product, its anti- virus engine, and any
malware database the system uses, will be no more than one update behind current.

7.       Data Segregation.

a.   Confidential Data must be segregated or otherwise distinguishable from non- confidential data.

This is to ensure that when no longer needed by the Contractor, all Data can be identified for
return or destruction. It also aids in determining whether Data has or may have been
compromised in the event of a security breach. As such, one or more of the following methods
will be used for data segregation.

1)  Confidential Data will be kept on media( e. g. hard disk, optical disc, tape, etc.) which will
contain no non- confidential Data. And/ or,

2)  Confidential Data will be stored in a logical container on electronic media, such as a

partition or folder dedicated to Confidential Data. And/ or,
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3)  Confidential Data will be stored in a database which will contain no non- confidential data.
And/ or,

4)  Confidential Data will be stored within a database and will be distinguishable from non-

confidential data by the value of a specific field or fields within database records.

5)  When stored as physical paper documents, Data will be physically segregated from non-
confidential data in a drawer, folder, or other container.

b.   When it is not feasible or practical to segregate Confidential Data from non- Confidential data,
then both the Confidential Data and the non- confidential data with which it is commingled must

be protected as described in this exhibit.

8.       Data Disposition. When the contracted work has been completed or when the Data is no longer

needed, except as noted above in Section 5. b, Data shall be returned to the County or destroyed.
Media on which Data may be stored and associated acceptable methods of destruction are as
follows:

Data stored on:       Will be destroyed by:
Server or workstation hard disks, or Using a" wipe" utility which will overwrite the Data at

least three( 3) times using either random or single
Removable media( e. g. floppies, USB flash drives,     character data, or

portable hard disks) excluding optical discs
Degaussing sufficiently to ensure that the Data
cannot be reconstructed, or

Physically destroying the disk
Paper documents with sensitive or Confidential Recycling through a contracted firm, provided the
Information contract with the recycler assures that the

confidentiality of Data will be protected.
Paper documents containing Confidential On- site shredding, pulping, or incineration
Information requiring special handling( e. g,
protected health information)
Optical discs( e. g. CDs or DVDs) Incineration, shredding, or completely defacing the

readable surface with a coarse abrasive

Magnetic tape Degaussing, incineratingor crosscut shredding

9.       Notification of Compromise or Potential Compromise. The compromise or potential
compromise of confidential Data must be reported to the County Contact designated in the
Contract within one( 1) business day of discovery.

10.      Data shared with Subcontractors. If Confidential Data under this Contract is to be shared with a

subcontractor, the Contract with the subcontractor must include all of the data security provisions
within this Contract and within any amendments, attachments, or exhibits within this Contract. If
the Contractor cannot protect the Data as articulated within this Contract, then the contract with the
sub- Contractor must be submitted to the County Contact specified for this contract for review and
approval.
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WHATCOM COUNTY Regina A. Delahunt, Director

Health Department Greg Stern, M. D., Health Officer

RECEIVED

MEMORANDUM
JUN 7 2019

TO:   Jack Louws, County Executive JACK LOUWS

COUNTY EXECUTIVE
FROM:       Regina A. Delahunt, Director

RE:    Opportunity Council — Single Entry Access to Services Contract

DATE: May 31, 2019

Enclosed are two'( 2) originals of a contract between Whatcom County and Opportunity Council
for your review and signature.

Background and Purpose

Developmental disabilities are conditions which result in physical, learning, language, or
behavioral impairment and occur before the age of 18. The Single Entry Access to
Services ( SEAS) line provides an effective single point of entry to connect families and
professionals concerned about a child' s development to resources and services. Care
navigation ensures coordination and follow-through with families and referral sources to

ensure that timely connection to services are made. SEAS assisted 1058 children and

families in 2018. Whatcom County has provided funding for these services under a similar
contract since 2013.

Funding Amount and Source

This contract, in an amount not to exceed $ 80, 149, is funded by local DD millage. These
funds are included in the 2019 budget. Council approval is required as funding exceeds

40, 000.

Please contact Jessica Lee at extension # 6047 if you have any questions regarding this
agreement.

Encl.

509 Girard Street Whatcom County
Bellingham, WA

60. 778 6 01 HEALTH Bellli
North

inghamSWA 98225tate t4551360. 778. 6000 1 FAX 360. 778. 6001
360. 778. 6100 1 FAX 360. 778. 6101In WhatcomCountyHealth

V WhatcomCoHealth Department www. whatcomcounty. us/ health


